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What is Cyber security?
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01. Issue at Hand

Cyber Security as IMO Strategy Direction

SD 5: Enhance global facilitation and security of international trade

Outcome 5.2 Guidelines and guidance on the implementation and
interpretation of SOLAS chapter XI-2 and the ISPS Code

SD 6: Ensure regulatory effectiveness

Outcome 6.1 Unified interpretation of provisions of IMO safety, security,
and environment-related conventions
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N
01. Issue at Hand

IMO and Cybersecurity

A 2019 March
A | The Industry
2017 June Guidelines on
A MSC 428 (98) was  Cyber security on
2014 Nov passed stating that board ships,
Delegate states CRM must be version 3
2014 July have recognized included in DOC (MSC 101/4/1)
With Canada the need to raise before January
mentioning ‘cyber awareness of 2021.
security’ in FAL cybersecurity
39/7 for the first (MSC 94~ 101)
time, IMO
recognized CS as a
crucial issue.

Two important Documents
MSC-FAL.1/Circ.3 Guidelines on maritime cyber risk management
MSC.428(98) Maritime cyber risk management in safety management systems
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01. Issue at Hand

Increasing Importance of Cyber Security: Tech development

e-Navigation oz

Autonomous Vessel (Rolls Royce)

-
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7 VSafety voyage ) 'ééonomic voyage,
(Collision Avoidance) Optimum route planning

Voyage 8

Onshore G
v
Machinery x

Fleet Management

Propulsion/Electric System Preventive Maintenance, Remote Maintenance,
Monitoring Part Replacement Guide Performance Analysis

Integrated Smart Ship Solution(HHI)

Increase in Connectivity
-> Increase in Efficiency
-> |ncrease in Cyber Risk

Korean Register, Roll Royce, Hyundai Heavy Industries
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01. Issue at Hand

SHOCK: 2017 Maersk Incident

130 Countries
NotPetya a—
(ransomware ) 9
The Untold Story of NotPetya, the Most $300M

Devastating Cyberattack in History

Crippled ports. Paralyzed corporations. Frozen government agencies. How
a single piece of code crashed the world.

https://www.wired.com/story/notpetya-cyberattack-ukraine-russia-code-crashed-the-world/
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01. Issue at Hand

After Maersk incident: Insufficiency of cyber security

1. Cyber security is still breached

‘ September 20,
€0SCO SHIPPING 5018

Several servers in

e e e o
e e
; =

TR, the Port of May 2019
% Barcelona's security ‘
infrastructure. | USCG warned of
I |’ cyber attacks. Whols

July 2018 September next?
COSCO at the Long | 2018

Beach Port , g e San Diego port
terminal e s T
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01. Issue at Hand

After Maersk incident: Insufficiency of cyber security

2. Cyber security is still insufficient
Does your organization

Do you provide cyber-risk Does your company protect have a business
awareness training to your vessels from OT cyber continuity plan in the
staff? threats? event of a cyber incident?

52%
Unsure 29%
No 19%

42%
Unsure 32%
No 26%

A third of the respondents are still not sure about their cyber risk
management system.

Safety at Sea and BIMCO cyber security whitepaper 2019
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02. Analysis

Analysis on Current Status

Issue DOC
Until Jan.01.2021

Are Shipping
Companies ready?

N OT YET ! Shipping Companies

Management
System 01. Issue at Hand
i After Maersk incident: still not enough
Cyber {4 2. Cyber security is still insufficient

* Survey Result conducted by BIMCO

uBAAGEA

Safety

Does your organization have

M a n age m e nt Do you provide cyber-risk Does your company protect your a business continuity plan in
awareness training to staff? vessels from OT cyber threats? the event of a cyber incident?

At least, a third of the respondents are still not sure about their
cybersecurity.

The 2019 Modk IMO Assembly
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02. Analysis

Analysis on Current Status

Shipping Companies are not ready to manage Cyber Risk
effectively, because of...

@ Vagueness in the IMO Documents about the
implementation of Cyber Risk Management(CRM)

@ Legal status of the guidelines : non-mandatory
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02. Analysis

Vagueness about the implementation of CRM

MSC 0873A% 1

E Anner 10, page 1
ANNEX 10
REsoLUTION Msc 42368
ins ed on 16 Jusne 2017)
Teephane 448 OGO TR o 44 2007887 3210 MARITIME CYBER RISK MANAGEMENT IN SAFETY MANAGEMENT SYSTEMS

MSC-FAL /CIrC3
5ty 201

THE MARITIME SAFETY COMMP

GUIDELINES ON MARITIME CYBER RISK MANAGEMENT RECOGNUING the urgent 56 awareness on cyber sk thre
10 3ppor safe and Sacu: NG, WAL 1 Cpersony reshent 3

ang vuinerasittes.
fisks,

1 The Facktation Con s, at s forty irst session (4 10 7 April 2017), and the RECOGNZING ALSO ® ons. classcaton soostes. shpowners

Martime Safety Commétes, at & ninety-eHn onsicerod cpurtos sy apents nmwvwv R rnanfachiea, sordce proviow, Pt ad bt fockis
urpent need 1o raise awareness on cyoer isk hreats and winerabites. 200 ana a8 oimer mantime ndustry stakenoiders smm ‘expadile work towards sateguardng

ines on martime cybe ik MANgemeny, a5 S8l ol in the Shppng from cur mRrgng cyber hrmats and vumerabies

2 T Outuires prowie hihiew rvommerakors on ke ofer it BEARING IN MIND MSC-FAL 1/CC.3 0n Guideies on mentime cyber risk management

management 1o sateguard shippng Fom cument and cyperthraats_ana Spproved by e Faciaton Conmiise s ry-fs sessicn (4 107 AGxl 2017, and by e

wneabtes, The Gudeines s cuse s emeess D sepport ehecive cyoer Mariime Safety Commtiee, at s inoly-eighth session (7 10 16 June 2017), which provides

rek management

hignh- . sk ma that can be ncorporated o
existing sk management processes and are complementary 1 the salety and secutty
3 Member Govemments are nvied 1 bing the contents of S circutar 10 the attenton management practices estabiished by th Organzaton.
of af stakehoiders concemed.

RECALLING resouion A741(18)

4 Tos circuar supersedss the intenm guidelines contaned i MSC. 1/CiT 1526,

on of management o enabia t o respond % the need of those on board shPs 1
g Sarcrs ofSehy ane erviCRAni P

NOTING the bsectves o e I5M Code which ncus,Infr aa, i provsion o safe pracices

in 5 cpeation and 3 s working enviorene essment o a ienitid s
DS, perscnnel and e ewonmert, e estabishmert of SpIOpaTe saeguards, and e

i um mprovement o ity marcgen priSabok ooy ety

3

AFFIRMS that an approved safoty management system shoud take nto account
Ciber 1K MaNSOEMt 1 SCcorTaNcS WEh T CHIECIVES a0 ACanal requreent of
o ISM Code.

2 ENCOURAGES Aamiist
aressed n satet, Tanageres
company's Documen of Compian

tons 10 ensure Ml cyber fsks are appropriately
systems no later than e frst annual veriication of e
or 1 January 2021

ACKNOWLEDGES the necesssry procautions that coud be needed o preserve the
Confideniaty of certan aspects f oyber 19 managemEnt

4 REQUESTS Membor States 1o bring thes resolston fo e attenbon of af stakenoiders

TERGNEE PTG 1 Gt 1000

S

oSG 05 350 o

Guidelines MSC-FAL.1/Circ.3 Resolution MSC.428(98)

The Guidelines and the Resolution offer only the definition of
effective Cyber Risk Management through five functional

requirements, but not the specific methods to implement and
carry out Cyber Risk Management.
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02. Analysis

Vagueness about the implementation of CRM

MSC 96th session, there was a discussion about methodology

...The development of international cyber risk
management guidelines for ships will provide
an assessment and management tool to assist
owners, operators and administrations in
educating, communicating, deterring and
responding to cyber risks that threaten the
safe operation of ships.

MSC/96/INF.4(F
/96/ (France) MSC 96/4/2, paragraph 7 (Canada, Japan, Norway, US, etc.)

However, delegates and the Legal Affairs and External Relations Division
expressed doubt on self-assessment tools for Cyber Risk Management

because of the lack of accumulation of best practices and
experience.
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02. Analysis

Vagueness about the implementation of CRM

Improved capability to develop guidance

e ——-. Table NTR-1 - Summary of changes between Framework Version 1.0 and Version 1.1.
CYBER SECURITY ONBOARD SHIPs Hi
Update Description of Update

Clarified that terms like | Added clanty that the Framework has utility as a structure and

“compliance” can be language for organizing and expressing compliance with an

confusing and mean organization’s own cybersecurity requirements. However, the

something very different | variety of ways in which the Framework can be used by an

to various Framework organization means that phrases like “compliance with the

stakeholders Framework™ can be confusing.

A new section on self- Added Section 4.0 Self-Assessing Cybersecurity Risk with the

assessment Framework to explain how the Framework can be used by
organizations to understand and assess their cybersecurity risk,
including the use of measurements.

BIMCO’s Guidelines NIST Cybersecurity Framework version 1.1

on Cybersecurity
version 3

Need and Capability to make clear guidance to implement
Cvber Risk Management System
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02. Analysis

Legal status of the guidelines as non-mandatory

 Guidelines MSC-FAL.1/Circ.3

2.2.3 These Guidelines are recommendatory.

e Resolution MSC.428(98)

1 AFFIRMS that an approved safety management system should take into account
cyber risk management in accordance with the objectives and functional requirements of
the ISM Code;

2 | ENCOURAGESl Administrations to ensure that cyber risks are appropriately
addressed in safety management systems no later than the first annual verification of the
company's Document of Compliance after 1 January 2021;

3 ACKNOWLEDGES the necessary precautions that could be needed to preserve the
confidentiality of certain aspects of cyber risk management;

4 REQUESTS Member States to bring this resolution to the attention of all stakeholders.
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02. Analysis

Legal status of the guidelines as non-mandatory

Ongoing discussion,

MSC 97/4, Islamic Republic of Iran

Hence, it seems that developing a mandatory and verifiable code should
be taken into consideration by all Member States, at least for near future

MSC 98/23 paragraph 5.5

5.5 ..some delegations were of the view that the mandatory
implementation of maritime cyber risk management was an issue, agreed
that this would require further consideration after gaining more experience
from the use of the guidelines.

MSC 98/23 paragraph 5.7.5

the adoption of an MSC resolution to introduce the use of non-mandatory
guidelines as part of safety management systems could be contrary to the
principle of the ISM Code and an alternative solution could be amending
MSC.1/Circ.1371
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02. Analysis

Legal status of the guidelines as non-mandatory

Improved capability to develop a guidance

Table NTR-1 - Summary of changes between Framework Version 1.0 and Version 1.1

THE SLECHLINIA 0N 1)
CYBER SECURITY ONSOARD SHIPS B

Update | Description of Update
Clanfied that terms hke Added clanty that the Framework has utility as a structure and
“compliance” can be language for organizing and expressing compliance with an
orgamzation’s own cybersecurity requiremenss. However, the
vanety of ways m which the Framework can be used by an
orgamzation means that phrases like “compliance with the
Framework” can be confusing

confusing and mean
something very different
to various Framework
stakeholders

A new section on self : ity Risk with the

ecurity Risk with
assessment he Framework can be used by

organizations to understand and assess their cybersecunty risk.
meluding the use of measurements
| S

BIMCO'’s Guidelines NIST Cybersecurity Framework version 1.1
on Cybersecurity
version 3

MSC 101/24 paragraph 4.9

a number of delegations expressed the need for clarification that effective
cyber risk management had to be included in SMS,

With the accumulation of experience and the updated industry

guidelines over the last few years, it is time to enforce the mandatory
implementation of CRM.

The 2019 MockIMO Assemb



___________________________________\
02. Analysis

Summary of Analysis

Two problems in implementing effective cyber risk
management

@ Vagueness in the IMO Documents about the
implementation of Cyber Risk Management(CRM)

@ Legal status of the guidelines as non-mandatory

The 2019 MockIMO Assemb



___________________________________\
02. Analysis

Summary of Analysis

Two problems in implementing effective cyber
risk management

@ Vagueness in the IMO Documents about the
implementation of Cyber Risk Management(CRM)

=> Propose to include Cyber risk self assessment in the
Guidelines

@ Legal status of the guidelines as non-mandatory
=> Propose to amend ISM code and MSC.1/Circ.1371
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03. Proposals

Proposals for effective cyber risk management

(1) Revise the Guidelines(MSC-
FAL.1/Circ.3) to include cyber risk self
assessment procedure

@ Include the Guidelines in
MSC.1/Circ.1371.

@® Amend Safety management
objectives in paragraph 1.2.2.1 of ISM
Code
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D Include Cyber risk self assessment: Concept

e Goal of cyber risk self assessment
to encourage organizations to identify and mitigate risks and
vulnerabilities of cyber threats.

4 essential elements in cyber risk assessment

3 steps

Preparation, Conduction
and Result communication

Catalogue
of Cyber risk
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(D Include Cyber risk self assessment: Revision

REVISION OF THE GUIDELINES ON MARITIME CYBER RISK
MANAGEMENT(MSC-FAL.1/CIRC.3)

3 ELEMENTS OF CYBER RISK MANAGEMENT

3.4 One accepted approach to achieve the above is to comprehensively assess and compare an
erganizatien entity’s current, and desired, cyber risk management postures. Such a comparison may reveal
gaps that can be addressed to achieve risk management objectives through a prioritized cyber risk
management plan. The method of self assessment is the best application of this approach. This risk-based
approach will enable an organization to best apply its resources in the most effective manner..

When applied to cyber risk self assessment, effective self assessment requires four elements: «

.1 The Self-assessment procedure must consist of at least these 3 steps: «
Preparation, Conduct and Result communication and feedback.

.2 each entity should select from self-set tier of cyber risk management.

.3 make Catalogue of Cyber risk should be developed and stored in the entity«

4 result of assessment should be shared with field operators and managers.

To help implementation of cyber risk self assessment, Annex 3 is recommended.«
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@D Include Cyber risk self assessment: Appendix

. Assessment Result Communication
Preparation / Conduct > & Feedback >
: : Hazard
: Set Standards : | | ‘ ,
1 1 h
1 v | I I
: : Preventive Barriers Reactive Barriers
: :
: | Catalogue .
geclect Target Assess # of Cyber } Using
urrent Tier .
”. Cyber Risk Risk the result

1. Cyber Security Survey &
Cyber Vulnerability Scanning

1. Documentation
Recommendations
for Risk mitigation
3. Risk Presentation

Catalogued
CyberRisk

N

2. Cyber Risk Determination

Low Medium High

f Impact T - Ship operators
. - Likehood F - Ship managers
: %gm Medium

: §Lmlll Low Medium

impact

* This cyber risk self assessment procedure is referred from the guidelines on maritime
Action cybersecurity by KR, DNV-GL, Maritime Cyber Risk Management: An Experimental Ship

Assessment(Boris Svilicic), and Cyber Threat Metrics(Mark Mateski)
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03. Proposals

@D Include Cyber risk self assessment: Appendix

Preparation /

Assessment Result Communication
Conduct / & Feedback

Select Target
& Current Tier

Identify Assets
} & Relevant

Threats

Catalogued
CyberRisk

Action

Preparation: The preparation for cyber risk
assessment consists of selecting the tier
and collecting relevant information of cyber
threats. It is necessary to select a
target tier among the provided list in
appendix. Thus, it is also important to be
up to date on current cyber incidents and

Issues. The entity should utilize results and
reports from previous assessments.
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@D Include Cyber risk self assessment: Appendix

. Assessment Result Communication
Preparation / Conduct > & Feedback >

Set Standards

Conduct: The entity

Cyber Risk Matrix

i i Medium
should survey cyber ! A 4 |2
security and scan | Aesess B o
o ! 1 S |E ow edium
vulnerability : CyberRisk | 1< |3
. . \ = |2
strictly under its : _ : _
= ' 1. Cyber Security Survey & ! Low Low Medium
d I S C retl O n ’ i Cyber Vulnerability Scanning i g
refer I’I n g tO th e i _2 Iriypt;it:cRisk Determination E
- \ - Likehood : ow edium i
Industrial ; | e e
Guidance. § §

* This cyber risk self assessment procedure is referred from the guidelines on maritime
Action cybersecurity by KR, DNV-GL, Maritime Cyber Risk Management: An Experimental Ship
Assessment(Boris Svilicic), and Cyber Threat Metrics(Mark Mateski)
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@D Include Cyber risk self assessment: Appendix

. Assessment Result Communication
Preparation / Conduct > & Feedback >

Hazard

oo R | 1| =
e O I 1 &3
et g e B | | Em

Preventive Barriers

Catalogue
of Cyber
Risk

} Using
the result

Reactive Barriers

Result communication and feedback: The » Documentation
entity should document the results of every ,  for Risk mitigation
assessment and provide appropriate © Spipoperators

recommendations. Then, it is important that
they Share it among the entity's
operators and managers.

* This cyber risk self assessment procedure is referred from the guidelines on maritime
Action cybersecurity by KR, DNV-GL, Maritime Cyber Risk Management: An Experimental Ship

Assessment(Boris Svilicic), and Cyber Threat Metrics(Mark Mateski)
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@D Include Cyber risk self assessment: Appendix

. Assessment Result Communication
Preparation / Conduct > & Feedback >
: : Hazard
: Set Standards : | | ‘ ,
1 1 h
1 v | I I
: : Preventive Barriers Reactive Barriers
: :
: | Catalogue .
geclect Target Assess # of Cyber } Using
urrent Tier .
”. Cyber Risk Risk the result

1. Cyber Security Survey &
Cyber Vulnerability Scanning

1. Documentation
Recommendations
for Risk mitigation
3. Risk Presentation

Catalogued
CyberRisk

N

2. Cyber Risk Determination

Low Medium High

f Impact T - Ship operators
. - Likehood F - Ship managers
: %gm Medium

: §Lmlll Low Medium

impact

* This cyber risk self assessment procedure is referred from the guidelines on maritime
Action cybersecurity by KR, DNV-GL, Maritime Cyber Risk Management: An Experimental Ship

Assessment(Boris Svilicic), and Cyber Threat Metrics(Mark Mateski)
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@ Include the Guidelines in MSC.1/Circ.1371

MSC.1/Circ.1371, a List of codes, MSC/Cire 1371

30 July 2010

I 1 I ST OF CODES, RECO OMNS, G 5 (0] SA -
recommendations, guidelines and UST OF CODRS, KACOMMABNOATIONS, SUSCELINES AND OTHER SAPRTY- AND
other safety- and security-related ok ot o e o i e e gt o

the fallowing punposes

n O n - m an d ato ry i n Stru m e nts 1 enhanced awareness of avai labile non-mandatary instruments an d of their updates

2 prometion of implementaticn of non-mandastory instruments by Member States
3 provision of background material on domestic legislation; and

asistance in the identification of patential aress for technical co-operation, approved the list of codes,

which is referred to in paragraph ,
1.2.3.2 Of the ISM Code. :LD,:.I-:.I ations, guidelines and other safety- and security-related non-mandatory instruments, as sef out in

2 Member Governments are invited to being the list to the attention of &l parties. concemed

AMNNEX

LIST OF CODES, RECOMMENDATIONS, GUIDELINES AND OTHER SAFETY- AND
SECURITY-RELATED NON-MANDATORY INSTRUMENTS

Include the revised MSC-FAL.1/Circ.3
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® Amend ISM Code

PART A - IMPLEMENTATION
1 GENERAL

1.2.2 Safety management objectives of the Company should, inter
alia:
.1 provide for safe practices in ship operation, a safe working
environment, and preventive measures against cyber

Incidents or threats:
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04. Conclusion

Conclusion

Cyber risk management,
we cannot postpone it any longer.

Self asseessment and

enforcement”of the Guideline

IS necessary

The 2019 ModckIMO Assembly



References

IMO Document

[1]Resolution MSC.428(98)

[2]MSC-FAL.1-Circ.3

[3]MSC.1/Circ.1371

[4-11]MSC 94/4/1, MSC 96/INF.4, MSC 96/4/2, MSC 97/4, MSC98/23, MSC 101/4/1, MSC 101/4/4, MSC
101/24

Report

[12]BIMCO, Safety at Sea: cyber security whitepaper 2019

[13]Guidelines on cyber security onboard ships version 3.

[14]DNVGL, RP-0496, Cyber security resilience management for ships and mobile offshore units in operation
[15]DNV-GL, Cyber security capabilities of control system components

[16]Deloitte, AFO|H{ =2 Ot} LY 5 ZEALO| A5t

[17]Boris Svilicic et al, Maritime Cyber Risk Management: An Experimental Ship Assessment

[18]Mark Mateski, Cyber Threat Metrics

[19]United States National Institute of Standards (NIST), The Cybersecurity Framework Version 1.1.
[20]KR, Guidelines for the Maritime Cybersecurity Management System

[21]KR, SH &} AFO|H £ O Zh2| A|AE] X|F

[22]ot @22 S TSR, AFO|H E Ot ot 3 7t =2 /I%{ 3 71 & O+t CH2H 24 2006.6
[23]0| 2 EH, Improving cyber security awareness in maritime transport: a way forward

[24]CIS, CIS-Controls version 7.1

[25]U.S. DHS Transportation Systems Sector Cybersecurity Framework Implementation Guidance

[26] USCG, Marine Sfatety Alert: Cyber Incidnet Exposes Potential Vulnerabilities Onboard Commercial
Vessels, July 8, 2019

The 2019 MockIMO Assemb



Thank you

Proposals for Effective Cyber Risk Management

Presented by Mersea

The 2019 MockIMO Assemb



