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01. Issues at Hand

What is Cyber security?

http://www.imo.org/
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http://www.imo.o/
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01. Issue at Hand

Cyber Security as IMO Strategy Direction 
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Outcome 6.1 Unified interpretation of provisions of IMO safety, security,
and environment-related conventions

SD 5: Enhance global facilitation and security of international trade

SD 6: Ensure regulatory effectiveness

Outcome 5.2 Guidelines and guidance on the implementation and
interpretation of SOLAS chapter XI-2 and the ISPS Code
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01. Issue at Hand

IMO and Cybersecurity
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2014 July

With Canada 
mentioning ‘cyber 
security’ in FAL 
39/7 for the first 
time, IMO 
recognized CS as a 
crucial issue. 

2014 Nov

Delegate states 
have recognized 
the need to raise 
awareness of 
cybersecurity 

(MSC 94~ 101)

2017 June

MSC 428 (98) was 
passed stating that 
CRM must be 
included in DOC 
before January 
2021.

2019 March

The Industry 
Guidelines on 
cyber security on 
board ships, 
version 3

(MSC 101/4/1)

Two important Documents
MSC-FAL.1/Circ.3 Guidelines on maritime cyber risk management
MSC.428(98) Maritime cyber risk management in safety management systems
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01. Issue at Hand

Increasing Importance of Cyber Security: Tech development
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Integrated Smart Ship Solution(HHI)

Autonomous Vessel (Rolls Royce)

E-Navigation System

Increase in Connectivity
-> Increase in Efficiency
-> Increase in Cyber Risk

Korean Register, Roll Royce, Hyundai Heavy Industries
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SHOCK: 2017 Maersk Incident

$300M

130 Countries

NotPetya 
(ransomware )

ATTACK
SHUT 

DOWN

https://www.wired.com/story/notpetya-cyberattack-ukraine-russia-code-crashed-the-world/

https://www.wired.com/story/notpetya-cyberattack-ukraine-russia-code-crashed-the-world/
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01. Issue at Hand

After Maersk incident: Insufficiency of cyber security
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1. Cyber security is still breached

July 2018

COSCO at the Long 
Beach Port 
terminal

September 20, 
2018
Several servers in 
the Port of 
Barcelona's security 
infrastructure.

September 
2018

San Diego port

May 2019

USCG warned of 
cyber attacks. Who’s 

next?
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01. Issue at Hand

After Maersk incident: Insufficiency of cyber security
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2. Cyber security is still insufficient 

Safety at Sea and BIMCO cyber security whitepaper 2019

Do you provide cyber-risk 
awareness training to 

staff?

Does your company protect 
your vessels from OT cyber 

threats?

Does your organization 
have a business 

continuity plan in the 
event of a cyber incident? 

Yes 64%
No 36%

Yes 42% 
Unsure 32%

No 26%

Yes 52% 
Unsure 29% 

No 19%

A third of the respondents are still not sure about their cyber risk 
management system.
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02. Analysis

Analysis on Current Status
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Safety 
Management 

System

Cyber Risk 
Management

Issue DOC
Until Jan.01.2021

Shipping Companies

Are Shipping 
Companies ready?

NOT YET!
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Analysis on Current Status

Shipping Companies are not ready to manage Cyber Risk 
effectively, because of…

① Vagueness in the IMO Documents about the 
implementation of Cyber Risk Management(CRM)

② Legal status of the guidelines : non-mandatory
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02. Analysis

Vagueness about the implementation of CRM
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The Guidelines and the Resolution offer only the definition of
effective Cyber Risk Management through five functional

requirements, but not the specific methods to implement and
carry out Cyber Risk Management.

Guidelines MSC-FAL.1/Circ.3 Resolution  MSC.428(98)
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02. Analysis

Vagueness about the implementation of CRM
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MSC 96th session, there was a discussion about methodology 

MSC/96/INF.4(France)
MSC 96/4/2, paragraph 7 (Canada, Japan, Norway, US, etc.)

…The development of international cyber risk
management guidelines for ships will provide
an assessment and management tool to assist
owners, operators and administrations in
educating, communicating, deterring and
responding to cyber risks that threaten the
safe operation of ships.

However, delegates and the Legal Affairs and External Relations Division
expressed doubt on self-assessment tools for Cyber Risk Management 

because of  the lack of accumulation of best practices and 
experience.
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02. Analysis

Vagueness about the implementation of CRM
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Need and Capability to make clear guidance to implement 
Cyber Risk Management System 

NIST Cybersecurity Framework version 1.1BIMCO’s Guidelines
on Cybersecurity 

version 3

Improved capability to develop guidance
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02. Analysis

Legal status of the guidelines as non-mandatory
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• Resolution  MSC.428(98)

• Guidelines MSC-FAL.1/Circ.3
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the adoption of an MSC resolution to introduce the use of non-mandatory
guidelines as part of safety management systems could be contrary to the
principle of the ISM Code and an alternative solution could be amending
MSC.1/Circ.1371

5.5 …some delegations were of the view that the mandatory
implementation of maritime cyber risk management was an issue, agreed
that this would require further consideration after gaining more experience
from the use of the guidelines.

02. Analysis

18

Ongoing discussion, 

MSC 97/4, Islamic Republic of Iran

Legal status of the guidelines as non-mandatory

MSC 98/23 paragraph 5.5

MSC 98/23 paragraph 5.7.5

Hence, it seems that developing a mandatory and verifiable code should
be taken into consideration by all Member States, at least for near future
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02. Analysis
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Legal status of the guidelines as non-mandatory

a number of delegations expressed the need for clarification that effective
cyber risk management had to be included in SMS,

MSC 101/24 paragraph 4.9

With the accumulation of experience and the updated industry 

guidelines over the last few years, it is time to enforce the mandatory 
implementation of CRM. 
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02. Analysis
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Summary of Analysis

Two problems in implementing effective cyber risk 
management

① Vagueness in the IMO Documents about the 
implementation of Cyber Risk Management(CRM)

② Legal status of the guidelines as non-mandatory
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02. Analysis

21

Summary of Analysis

Two problems in implementing effective cyber 
risk management

① Vagueness in the IMO Documents about the 
implementation of Cyber Risk Management(CRM)

② Legal status of the guidelines as non-mandatory

=> Propose to include Cyber risk self assessment in the 
Guidelines

=> Propose to amend ISM code and MSC.1/Circ.1371
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03. Proposals
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Proposals for effective cyber risk management 

① Revise the Guidelines(MSC-
FAL.1/Circ.3) to include cyber risk self
assessment procedure

② Include the Guidelines in
MSC.1/Circ.1371.

③ Amend Safety management
objectives in paragraph 1.2.2.1 of ISM
Code
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03. Proposals

① Include Cyber risk self assessment: Concept
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• Goal of cyber risk self assessment
: to encourage organizations to identify and mitigate risks and
vulnerabilities of cyber threats.

• 4 essential elements in cyber risk assessment

3 steps
Preparation, Conduction 

and Result communication

Self-set tier 
of cyber risk management

Catalogue 
of Cyber risk

Sharing
result of assessment
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03. Proposals

① Include Cyber risk self assessment: Revision
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REVISION OF THE GUIDELINES ON MARITIME CYBER RISK 

MANAGEMENT(MSC-FAL.1/CIRC.3) 

3 ELEMENTS OF CYBER RISK MANAGEMENT
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03. Proposals

① Include Cyber risk self assessment: Appendix
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Set Standards

1. Cyber Security Survey &
Cyber Vulnerability Scanning

2. Cyber Risk Determination
- Impact
- Likehood

Assess
Cyber Risk

Result Communication
& Feedback

Preparation
Assessment 

Conduct

Select Target 
& Current Tier

Identify  Assets 
& Relevant 

Threats

New 
Threats

Catalogued 
Cyber Risk

Catalogue 
of Cyber 

Risk

Information Action

1. Documentation
2. Recommendations

for Risk mitigation
3. Risk Presentation
- Ship operators
- Ship managers

Using 
the result

* This cyber risk self assessment procedure is referred from the guidelines on maritime

cybersecurity by KR, DNV-GL, Maritime Cyber Risk Management: An Experimental Ship
Assessment(Boris Svilicic), and Cyber Threat Metrics(Mark Mateski)
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03. Proposals

① Include Cyber risk self assessment: Appendix
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Result Communication
& Feedback

Preparation
Assessment 

Conduct

Select Target 
& Current Tier

Identify  Assets 
& Relevant 

Threats

New 
Threats

Catalogued 
Cyber Risk

Information Action

* This cyber risk self assessment procedure is referred from the guidelines on maritime

cybersecurity by KR, DNV-GL, Maritime Cyber Risk Management: An Experimental Ship
Assessment(Boris Svilicic), and Cyber Threat Metrics(Mark Mateski)

Preparation: The preparation for cyber risk

assessment consists of selecting the tier

and collecting relevant information of cyber

threats. It is necessary to select a

target tier among the provided list in

appendix. Thus, it is also important to be

up to date on current cyber incidents and

issues. The entity should utilize results and
reports from previous assessments.



The 2019 Mock IMO Assembly

03. Proposals

① Include Cyber risk self assessment: Appendix
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Set Standards

1. Cyber Security Survey &
Cyber Vulnerability Scanning

2. Cyber Risk Determination
- Impact
- Likehood

Assess
Cyber Risk

Result Communication
& Feedback

Preparation
Assessment 

Conduct

Information Action

* This cyber risk self assessment procedure is referred from the guidelines on maritime

cybersecurity by KR, DNV-GL, Maritime Cyber Risk Management: An Experimental Ship
Assessment(Boris Svilicic), and Cyber Threat Metrics(Mark Mateski)

Conduct: The entity 

should survey cyber 

security and scan 

vulnerability 

strictly under its 

discretion, 

referring to the 

Industrial 

Guidance. Cyber Risk Matrix
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03. Proposals

① Include Cyber risk self assessment: Appendix
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Result Communication
& Feedback

Preparation
Assessment 

Conduct

Catalogue 
of Cyber 

Risk

Information Action

1. Documentation
2. Recommendations

for Risk mitigation
3. Risk Presentation
- Ship operators
- Ship managers

Using 
the result

* This cyber risk self assessment procedure is referred from the guidelines on maritime

cybersecurity by KR, DNV-GL, Maritime Cyber Risk Management: An Experimental Ship
Assessment(Boris Svilicic), and Cyber Threat Metrics(Mark Mateski)

Result communication and feedback: The 

entity should document the results of every 

assessment and provide appropriate 

recommendations. Then, it is important that 

they share it among the entity's 
operators and managers.
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① Include Cyber risk self assessment: Appendix
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Set Standards

1. Cyber Security Survey &
Cyber Vulnerability Scanning

2. Cyber Risk Determination
- Impact
- Likehood

Assess
Cyber Risk

Result Communication
& Feedback

Preparation
Assessment 

Conduct

Select Target 
& Current Tier

Identify  Assets 
& Relevant 

Threats

New 
Threats

Catalogued 
Cyber Risk

Catalogue 
of Cyber 

Risk

Information Action

1. Documentation
2. Recommendations

for Risk mitigation
3. Risk Presentation
- Ship operators
- Ship managers

Using 
the result

* This cyber risk self assessment procedure is referred from the guidelines on maritime

cybersecurity by KR, DNV-GL, Maritime Cyber Risk Management: An Experimental Ship
Assessment(Boris Svilicic), and Cyber Threat Metrics(Mark Mateski)
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② Include the Guidelines in MSC.1/Circ.1371

MSC.1/Circ.1371, a List of codes,

recommendations, guidelines and

other safety- and security-related

non-mandatory instruments

which is referred to in paragraph

1.2.3.2 of the ISM Code.

Include the revised MSC-FAL.1/Circ.3
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이건레퍼런스부분이다

PART A - IMPLEMENTATION

1 GENERAL

1.2.2 Safety management objectives of the Company should, inter
alia:

.1 provide for safe practices in ship operation, a safe working

environment, and preventive measures against cyber

incidents or threats;

③ Amend ISM Code
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Conclusion

04. Conclusion

Self asseessment and

enforcement of the Guideline

is necessary
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Thank you
Presented by Mersea

Proposals for Effective Cyber Risk Management


